Lemma 5.6. For any pwe € D(Hw ®@HEg) with classical W, and for any classical py € D(Hw):

rank(pwe — pv ® pe) < dim(Hyy) - rank(pg) .

Proof. By the block-diagonal structure of the density matrices pwe = ), Pw(w)|lw)w| @ p§
and py ® pe =Y, Pv(w)|w)(w| @ pg, it is sufficient to show that rank (P (w)p — Py (w)pg) <
rank(pg) for any w. First, we note that for an arbitrary positive semi-definite matrix o > 0,
its kernel ker(o) coincides with {|¢) | (¢|o|@) = 0}; this can easily be seen using the spectral
decomposition of o. From this, and since pg =), Pw(w)pg, it follows that ker(pg) C ker(pg)
for any w with Py (w) > 0. From this it now follows that ker (P (w)p¥ — Py (w)pe) 2 ker(pg)
for all w, which implies the relation on the ranks. a

Proof (of Theorem 5.3). By Lemma 4.8 and using the fact that S, U and E are all independent,

5(Pf(s X)$E: PU @ psE) = Ess[6(ps(s,x)E5=s PU ® pES=s)| = Ess[0(pss,x)E: U @ pE) ]

1
< 22(£+H°(p5))E S[\/A Pf(s,X)Es PU ®PE)] < —2%(€+H°(pf))\/ESHS [A(pges,x)E pU @ pE)| 5

2

where the first inequality follows from Lemmas 5.5 and 5.6, and the second from Jensen’s
inequality (Proposition B.4). It thus suffices to show that Es._g [A (Pf(&X)Ey pU®PE)] < 27 Ha(X),

Let s be a fixed value in S. Writing W = f(s, X), we can re-write the square of the Hilbert-
Schmidt distance as follows.

Apwe.pu @ pe) = (3 P (Wl © s =2~ 3 vl @ pe )
tr( Z\w (w] @ (Pw (w)pf — 2 p)) )
tr( - 24/}5)2)

( )2(p)? — 2Pw (w)2  piEpg + 27 (pE)Q))

=tr

= tr(Z Py (w)?(p2)? — 2_€(p5)2)

where the third equality follows from the fact that the matrix at hand is in block-diagonal form.
Plugging in f(s, X) for W and using linearity of the trace, we thus get

Apg(s,x)E PU © pE) = tr (Z Prs.x) (w)Q(PZQV) - tr<27z(05)2> :

Now note that

tr(ZPf(&X)(w)%pmbgy) :tr(Z( Y Px(x)pg)( Y. Px(z )

wo g f(s,x)=w ' f(s,x)=
—tr(ZPX 5f(s x),f(s,2’ pEpE) ZPX 5f(s x),f(s, w/)tr(pEpE)
x,x’ z,z’

where 0y, . is the Kronecker Delta with 6, = 1 if w = " and 0 otherwise, and

(2 = tr( ZPX ) ZPX Ztr(pEpE)

z,x’
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Using that due to the universal property Fs. s[0¢(s ) f(s.2)) = PLf(S;2) = f(S,2")] < 2 for
all  # 2/, and using that 0 < tr((pE)?) < 1 and 0 < tr(pi—p?), it follows that

Eos[A(ppis,x)epv @ pE)] = > Px(2)Px (2') (Ess[0p(5,0), g (5,0 — 27°) tr (0EE )
z,x’
< Z Px(x tr px Z Px(x)* = 9~ Ha2(X) ,
which was to be shown. O

The proof of the following follows easily from Theorem 5.3 and Jensen’s inequality.

Corollary 5.7. Let X be a random variable over X, let Y be a random variable over ), and
let E be a quantum system whose state may depend on X and Y. Let f: S x X — {0,1} be a
universal hash function and let S be uniformly distributed over S (independent of X,Y and E).
Then

9= 2 (H2(X|Y)—Ho(pe)—0) < = 9= 3 (Hoo(X|Y)~Ho(pp)-0)

N | —
N | —

0 (pf(S,X)SYEa pPU psyg) <

where U is uniformly distributed over {0,1} (independent of X, S and E).

6 Subset Sampling

6.1 The Classical Case

The Hamming weight W(z) of a bit-string = (z1,...,2,) € {0,1}" is defined to be the
number of 1’s occurring within z. Similarly, the relative Hamming weight w(z) of = is given
by its Hamming weight divided by its bit-length n: w(z) = W(z)/n. We say that the relative
Hamming weight of x is e-close to § € R, denoted as w(z) ~. 3, if |w(z) — ] < e. For any
subset T C {1,...,n} of size k, we write xp for the restriction of = to the positions in 7"
xr = (%;)ieT € {0, 1}k.

Consider the following problem: we want to estimate the (relative) Hamming weight of an
unknown but fixed string « € {0,1}" (of known bit-length n) by only looking at a small number
of positions in . A canonical way to do so is as follows: choose at random a sample subset
T C {1,...,n} of linear size (i.e. size an for some constant 0 < o < 1), and take w(xr) as
estimate for w(z). Very generally, we allow the following kinds of sampling strategies: choose a
sample subset 7' C {1,...,n} according to some fixed probability distribution Pr, and compute
the estimate for w(z) as some function of z7.

Definition 6.1. A sampling strategy consists of a tuple X = (Pr, ), where Pr is a distri-
bution over the subsets of {1,...,n}, and & is a function

o {tv)|tC{l,...,n},ve{0,1}} - R.

We want to measure the reliability of such a general estimation strategy, i.e., how well it
predicts the (relative) Hamming weight of the string z. Actually, for technical reasons (and
because the positions within the sample subset T are anyway revealed), we want to measure
how well such a general strategy predicts the (relative) Hamming weight of x4 € {0, 1} (where
m = n — |T|), i.e., of x restricted to the positions T' = {1,...,n} \ T outside of the sample T
(see Figure 10, top).
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Definition 6.2. Let X = (Pr,w) be a sampling strategy. For any t C {1,...,n} and e > 0, we
define
Bi(Y) :=A{z € {0,1}" [ |&(t, z¢) — w(xg)| <€}

Informally, Bf(X) collects all strings x for which the estimate is e-close to the real value,
assuming that subset ¢ has been used for computing the estimate. If the sampling strategy is
clear from the context, we simply write B§ instead of Bf(X).

Definition 6.3. For any € > 0, we define the error probability

Y) = Pl ¢ BS) = Pr(t).
erre(5) = max Plr ¢ By $€H{l(%¥}”t.£%:BE (1)
. t

By definition, for any choice of x € {0,1}": w(xy) ~. &(T,z7) except with probability at
most err.(X). Using classical sampling theory (like Theorem B.3), one can for instance show that
for the above canonical example with a random 71" of size an with o < %: err:(X) < 9e—c2an/ 2,
and as such is exponentially small in n for fixed €, > 0.

“w(Ar) =1

Fig. 10. Estimating w for a string (top) and a quantum state (bottom).

6.2 The Quantum Case

We now turn to the corresponding quantum problem. Consider a n-qubit system A= Ay --- Ay,
possibly entangled with another system E, and we want to estimate in a similar way as above
how far away the state of A is from the all-zero state |0- - - 0), by measuring only a small number
of the qubits. An estimation strategy as used above in the classical setting, defined by the
distribution Pr and the function @, can also be applied here: choose T' C {1, ..., m} according
to Pr, measure the qubits Ap = (A;)ier qubit-wise in the computational basis to obtain xyp,
and compute w(T, z7) as estimate for the “relative Hamming weight” of the remaining system
Az (see Figure 10, bottom). It remains to discuss what it should mean to have an estimation of
the Hamming weight of a multi-qubit quantum system, and how to define and how to compute
the reliability of a general strategy in this context.

Definition 6.4. Let X = (Pp,w) be a sampling strategy. For anyt C {1,...,n} and e > 0, we
define
span(Bf) :=span{|z) |z € B} CHa=C?>®...® C?.

Let the (pure) state of AE be given by |pag). We can describe this state together with the
(independent) choice of the subset T' by means of the hybrid state

prag = pr® pag = »_ Pr(t)[t)t| @ [par)(oas].
t
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Definition 6.5. For any € > 0, we define the quantum error probability

erri(X) :=sup sup inf 0(prae, prae),
He |90AE> PTAE

where the first sup is over all finite-dimensional Hg, the second sup is over all state vectors
loaE) € Ha ® He, and the inf is over all hybrid states prag of the form

prae=Y_ Pr(t)|t)t| ® |¢4p)(Pan
"

with | @Y ;) € span(B§) ® Hg for any t.
The following follows immediately from the above definition.

Corollary 6.6. Let the hybrid state ppga g be obtained by applying a sampling strategy X to
a state |pag) € Ha @ Hg, where S = Xr is the observed sample and A = Az the remaining
qubits. Then, for any € > 0, there exists a hybrid state prga g with d(prsae Prsae) < erri(X)
and such that for every t C {1,...,n} and s € {0,1}I4:

PaET=t5=s = |PwelPuel  with |gap = D aflz) ®|gE)
ziw(z)~e
where = w(t,s).

What will be important for us is that 3 allows us to bound the number of z’s occurring in the
sum. Indeed, it is known that for any § < %, the number of z € {0, 1} with w(z) < G+ ¢ is
upper bounded by 2"+)™ wwhere h is the binary entropy function (see Lemma B.12).

Proposition 6.7. For any sampling strategy Y. and for any € > 0:

erri(X) < Jerr:(X).

Proof. We show that for any state vector |pag) € Ha ® Hg, with arbitrary Hg, there exists a

suitable ideal state prag with §(prag, prag) < Verr<(X). We construct prae as required by
Definition 6.5, where the | z)’s are defined by the following decomposition into orthogonal
components:

lpaE) = | pae) + I [ae) = (Paclpar) |Pae) + (PAElpar) | PaE),

where II; is the orthogonal projection into span(Bf) ® HE,

I = )z @1

rZB§

the projection into the orthogonal complement span(B{)t ® Hg, and |@4z) and |@4E) are the
renormalized projections. It follows that (pag|Ili"|¢aE) = |{G%ElpaE)|?, and hence that

> Pr(t) (Baglear))? =Y Pr(t) Y (pael(jz)z] @ 1)|pae)

xZB§

= Y (padl(la)el @ Dlpar) Y Prt) = Y (eael(|)z| @ 1)lpag) Ple & B] < erre(X),

ze{0,1}" t:x¢ B ze{0,1}"
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where the inequality follows by definition of err.(X) and since ) [{(@ag|(|z)(x| ® I)|pag) = 1.
From elementary properties of the trace distance, and using Jensen’s inequality, we conclude
that

5(prae, prae) = ZPT (lpae)parl, |8ae)Pacl) ZPT \/1—| (Paglpac)?

=S ety ¢AE|¢AE\<\/ZPT (Bloag)l? < Verra(®),

which was to be shown. O

As mentioned above, what will be important for us is that if a small value of § = &(T,z7) is
observed, then the remaining state is (close to) a superposition of a small number of orthogonal
states. This allows us to apply the following lemma.

Lemma 6.8. For arbitrary Ha and HE, let |pag) € Ha ® Hg be a state of the form |pag) =
Siey @ili)|@t), where {|i)}icr is a basis of Ha and J C 1. Then, the following holds.

1. Let pag = iy il ?i)i| ® |9E) (@] be the corresponding mizture, and let W and W be the
outcome of measuring A of |oag) respectively of pag in some basis {|w) }wew. Then,

Hoo(W) > HOO(W) - log ‘J‘ :
2. The reduced density matriz pg = tra(|pae){@ag|) has maz-entropy
Ho(pe) < log|J].

Proof. For 1., we write I € End(Hg) as I =), |2)(z| for a basis of Hg. We may understand pag
as being in state |i)|¢}) with probability |o;[?, so that

by (w)ZZ\aiIZ((iI®<wiED(Iw><w\®H) ) @ 1eE) =D > lau(wli)(zlE)* 212

ieJ z 1eJ ieJ
> o D[ S ewtwli o] = - 0 X asondilwnuli) e e
z ieJ z i,5€J
1 1
= 7 - eacllu)el & Dlgag) = - Pvw).

where the inequality is Cauchy-Schwarz. This proves 1.
For 2., note that pg = tra(pag) = >, |il*|0E) (@] The claim follows immediately from
the sub-additivity of the rank:

rank(pg) < 3 rank(|aPi)ekl) = ST 1 =171
e ieJ

where we use that the |¢%)(¢k|’s have rank 1. O

6.3 An Example Application

In the following, let Ha = Ha, ® --- ® Ha, and Hp = Hp, ® --- ® Hp, be n-qubit state spaces
(i.e. Ha, = Hp, = C?), and let Hg be an arbitrary state space. Consider a pure state [1)agg) in
Hage = Ha ® Hp ® Hg which is of the very special form

[age) =277 > Jan) - |za)|w) o) [vE) |

ze€{0,1}"
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i.e., every A;B; forms an EPR pair, and E is in some arbitrary (pure) state |1g) € Hg. Let
poexyE be the state obtained by choosing © € {0,1}" at random and measuring each 2-qubit
system A;B; for i € {1,...,n} qubit-wise in basis {H®|0), H%|1)} to obtain (X;,Y;) € {0,1}2.
Formally, poxyE can be written as

poxyE = Toas(po ® |V aBe)(VABE|)

where Tgap decomposes into 7Tgag = 7o,,8, ©Z0, A, °---°7To,B, ©Zo, A, , and where the quantum
operation 7g,, implements the action of “looking up ©; and measuring A; accordingly”, and
similarly for 7g,p,.'® It is not too hard to see that all these components commute with each
other. Note that by the properties of an EPR pair, it holds that X = Y and Hy (X|O) = n.
Furthermore, since E is not entangled with the other systems, pg = [g)(¢g| and as such
Ho(pe) = 0.

Of course if the initial state [ agg) has a different form, say, may be arbitrary, then these
values for the min- and max-entropies are not guaranteed anymore. For instance some of the
subsystems A; may be in state |0) (and thus not entangled with B;), so that measuring A; in
basis {|0),|1)} produces no uncertainty. Or, A; may be entangled with E (instead of with B;),
so that pg is not pure anymore and thus Hy(pg) > 0. However, in both cases, since some of
the A;B;’s are not EPR pairs anymore, an additional effect is that also X =Y does not hold
anymore with certainty. In fact, one might expect the Hamming distance between X and Y,
i.e., the Hamming weight W (X @®Y), to give an estimation on how far away the initial state
|age) was from the ideal case considered in the beginning, and thus how far away the values
for Hoo (X |©) and Ho(pg) are from the ideal values n and 0, respectively.

The following theorem proves this intuition correct, and makes the statement precise.

Proposition 6.9. Let A= A,---A, and B= B; --- B,, be n-qubit systems, and E is arbitrary.

Let |vage) € Hage be a pure state, and let poxye = Toas(pe @ |Vage)Vase|) be obtained
as described above. ILe., © is random in {0,1}" and X; is obtained by measuring A; in basis
{H®|0), H®|1)}, and similarly Y;. Then, for any 0 < & < L there ezists poxyvr € D(Hage)
with classical ©, X and Y, so that

~ _ 152
S(poxvE Poxve) < e 1"

and such that for every 0,s € {0,1}", where s has relative Hamming weight w(s) < (3 — ),
HOO(PX‘@:97X@Y:S) >n—h(w(s)+d)n and Ho(PElo=0,x 0y =s) < h(w(s) +0)n.

Remark 6.10. Actually, with the appropriate definition of min-entropy conditioned on quantum
information (see Remark 5.4), one can show that Hoo (fxgo—s, xev=s|E) > n —h(w(s) + 6)n.

The proof of Proposition 6.9 relies on the unitary transformation U € U(C? ® C?) defined by
Ulz)ly) = |z @ y)H|z),

and which similarly satisfies that U(H|z)H|y)) = H|y)|z ® y), for z,y € {0,1}. Now, we are
fully equipped for the proof of Proposition 6.9.

Proof (of Proposition 6.9). Let pow se be the state determined by (and which itself determines)
pexyE by letting

X;if ©; =0 R
WQ_{niﬂzzl and S =X,0Y;. (1)

18 Here, and similarly later, the quantum operation To,a, : D(He,a,) — D(He,x;) can be understood as quantum
operation 7e,a, : D(Hease) — D(Heoxse) that acts as identity on the subsystems different to ©; and A;.

36



From the above mentioned properties of the unitary U, it follows that pow sg may equivalently
be obtained by applying U to each subsystem A;B; within [)age) to obtain |page) € HasE,
and then measuring each subsystem A;B; of the state |pagg) as follows: A; in basis {|0),|1)} to
obtain S; and B; in basis {H|0), H|1)} to obtain Wj; if ©; = 0, and A; in basis {H|0), H|1)} to
obtain W; and B; in basis {|0),|1)} to obtain S; if ©; = 1; see Figure 11.

0; |1aBe) lvasE)
0 T ‘_< )_’ Y1 s1=x1DYy1 ~— — w1 =I1
T2 ‘_< — Y2 S =x2DY2 ~— — Wy = T2
1 T3 < Y3 w3 = Y3 — — s3=x3Dys
1 o D 7 Yn-1 Wn—1 = Yn1— — Sp-1=Tp-1DYn-1
0 Tn < — Yn sn:$n®yn(_ > Wn = Tn
E E

Fig.11. Two equivalent ways to obtain the state pewse.

Let posce be the hybrid state (with classical © and S), obtained from the state |pagg)
by measuring, for every ¢, either A; or B;, depending on 6;, in the computational basis to
obtain S;, and leaving the other qubit (B; or A;) untouched, but calling it C; now. Due to
the commutativity of measuring different subsystems, we can now understand pgw sg as being
obtained from pggce by measuring every qubit C; in the Hadamard basis.

The crucial observation now is that we may understand pogscr as being obtained by applying
a sampling strategy X to |page). Indeed, it is obtained by first choosing a random and inde-
pendent string ©, which specifies a size-n subset of the 2n qubits AB (namely it selects A; or B;
depending on ©;), and then pggce is obtained by measuring the selected qubits in the computa-
tional basis (and renaming the unmeasured qubits). It thus follows from Corollary 6.6 that there
exists a state posce that is err(X)-close to posce, and for which pcge—g,5—s |g0CE><g0CE| with
|p%) = >, a%%|z) ® |$%%), where the sum is over all z € {0,1}" with w(z) ~5 ©(0, s) = w(s).
We recall that there are at most 2M«()+9) gsuch strings z. It now follows from Lemma 6.8 that
the state py ge—g,s—s, obtained from |¢%) by measuring C in the Hadamard basis, satisfies

Hoo(Pyjo—g,5—s) = n —h(w(s) +6)n and Ho(pge—g,s—s) < h(w(s)+0)n

where we used that, for any z € {0,1}", measuring the state |z) in the Hadamard basis produces
a uniformly distributed measurement outcome with n bits of min-entropy, and the same holds
when measuring a mixture of such states. Note that since, when given © and S, W uniquely
determines X and vice versa, the same lower bound also applies to Heo (PW‘@ —p,5=s)- It remains
to argue that err(X) <e 45 " but this follows from Proposition 6.7, and from the analysis of
the classical error probability err(;(E ) given below.

Let 2° = (29,...,2%) and 2! = (x1,...,2}) be two arbitrary but fixed n-bit strings. For
any ¢ € {0,1}", we let 2% denote the n-bit string 2 = (x(fl, ozl and 2Y the n-bit string
2f = (0% 29 %1). We want to bound the probability that W( ) > W(x®) —|— on for a

uniformly distributed @ Let d be the number of positions i with z{ # z!, and let y© and y®
be the restriction of € and 2 to those positions (so that W (y®) + W (y ) d). Then,

P[W () > W(2°) + dn] = P[W(y°) > W(y®) + on]
= P[W(y@) > 1d+ 1on] < e~ 259)%d = g=30%n
where the first inequality is Hoeffding’s inequality (Theorem B.3). This concludes the proof. O

2n < 16271

— )

9—\3
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7 Quantum Key-Distribution

7.1 Setting

We consider two parties, Alice and Bob, which want to agree on a secret key in the presence of
an adversary Eve. We assume that Alice and Bob may communicate over a quantum channel
as well as over a classical communication channel. However, Eve may have full control over the
quantum channel, and she may fully eavesdrop on the classical communication. See Figure 12.
Still, the goal for Alice and Bob is to produce a secret key k, which is known to both Alice
and Bob but about which Eve has essentially no information, merely by communicating over
these “insecure” channels. In contrast to computationally-secure key-distribution schemes (like
the Diffie-Hellman scheme) we aim here for information-theoretic security, i.e., security against
a computationally unbounded Eve.

U k=777
Y\
~
T S
N N
N A
N \
\ \

(] (a)
. A A A 4 1} .
AN ANAAAAS VL}U/./. (/) AnAAS>
/
Alice < 1011---0 ——> Bob
v \’
k k

Fig. 12. Quantum key distribution by public communication.

We stress that we allow Eve to read the classical communication between Alice and Bob, but
we do not allow her to modify it (without being noticed). In cryptographic terms, we require
the classical communication to be authentic. This could for instance be achieved by using an
information-theoretically secure authentication code (assuming that Alice and Bob share a short
authentication key), but we assume here that it is a physical property of the communication
channel (like a phone line where one can recognize the other person’s voice). Indeed, without
such an authentication mechanism, there is no way to prevent Eve from simply impersonating,
say, Alice and letting Bob believe that he is actually producing a common key with Alice.

7.2 The Protocol

Below in Figure 13 is the quantum key distribution (QKD) protocol that allows Alice and Bob
to agree on a key k in the above setting. The protocol is parametrized by parameters n, ¢, and
Kk, where n is the number of qubits transmitted, ¢ is the size of the key k to agree upon, s is
some security parameter (n also acts as security parameter). The protocol makes use of two
universal hash functions f : S x {0,1}" — {0,1} and g : 7 x {0,1}" — {0, 1}*.

This protocol QKD requires Bob to store the received qubits for a short while. However,
reliably storing quantum states turns out to be technologically extremely challenging. In the
following variant (see Figure 14), Alice and Bob only need to prepare, communicate and measure-
upon-arrival qubits; they do not need to store qubits or apply any quantum operations (whereas
we allow Eve to do arbitrary quantum operations). These are operations that can be done with
current technology (though note the discussion in Section 7.4).
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ProTocoL QKD

Preparation: Alice picks random z,0 € {0,1}" and sends H% |z;),..., H%"|z,) to Bob. Once
Bob has confirmed receipt of the qubits, Alice sends 6 to Bob, and Bob measures the
received qubits in respective bases H%{|0),[1)},..., H%{|0),]1)} to obtain y € {0, 1}".

Verification: Alice chooses a random seed t € 7 and sends ¢ and test := ¢(t,z) to Bob. If
test = g(t,y) then Bob sends “okay” to Alice; else, he sends “reject” and both abort.

Key extraction: Alice chooses a random seed s € S and sends it to Bob. Alice and Bob
compute their keys as k := f(s,z) and k' := f(s,y), respectively.

Fig. 13. Protocol QKD

It is not hard to see that for any strategy of Eve in QKD pps4, resulting in a hybrid state
poxyE after the sifting step, there exists a strategy for Eve in QKD that results in the very
same hybrid state pgxy g after the preparation. As such, security of QXD implies security of
OKDppss. In the remainder, we thus focus on QKD and prove the security of QKD.

ProT1ocoL QKD gpss

Preparation: Alice picks random z,0 € {0,1}" and sends H%|z1),..., H'¥|zy) to Bob.
Bob picks a random 6" € {0,1}" and measures the received qubits in respective bases
H%{|0), (1)}, ..., H¥{]0),]1)} to obtain y € {0,1}", and he sends “done” to Alice.

Sifting: Alice and Bob exchange 6 and 6'. If |{i |6, = 6.}| < n, then Alice and Bob restart;
else they update z and y by keeping only the first n x;’s respectively y;’s with 6; = 6..

Verification: Alice chooses a random seed t € 7 and sends ¢ and test := g(t,z) to Bob. If
test = g(t,y) then Bob sends “okay” to Alice; else, he sends “reject” and both abort.

Key extraction: Alice chooses a random seed s € S and sends it to Bob. Alice and Bob
compute their keys as k := f(s,z) and k' := f(s,y), respectively.

Fig. 14. Protocol QKDppsa

The intuition behind the security of the protocol is that if Eve does not interfere with the
quantum communication then she has no information on z and y and thus on the final key
k = K'. On the other hand, if she does interfere with the quantum communication to obtain
some information, then this will disturb the quantum communication, having the effect that
(with high probability) after the sifting step = # y, and therefore by the universal property that
g(t,z) = g(t,y) only with probability 27%; thus, in this case Alice and Bob abort (with high
probability). Formally, protocol QKD is secure in the following sense.

Theorem 7.1. Consider an ezecution of QKD with an eavesdropper Eve, resulting in key K
for Alice (equal to “L” in case she aborts) and quantum system E' for Eve, where the latter
includes all classical communication. Let pgp+ € D(Hypr) be the corresponding state. Then,
for any 6 > 0, there exists pypr € D(H g+ ) with classical K so that

S(pxer Prer) <2107 42975 ¢ % 93 ((1-20@)n—r—)

and prprr1 = PU @ Per|xx 1 with U uniform over {0,1}*.
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Note that there is no way to prevent Eve from making Alice and Bob abort the protocol, the
only thing we can hope for is that in case they do not abort, the agreed-upon key is secure.
This is what the above indeed shows (or so far claims).

7.3 Proof of Theorem 7.1

First, we note that the hybrid states pg, x5, = izehxi 10:)(0;] @ |2i)(wi| @ H%|2;){x;|HY that
Alice prepares can also be obtained as

pe.x.8;, = To,a,(pe, ® |PaB, ){PaB)

where po, = 5|0)(0 + 3|1)(1| and |®4,,) is an EPR pair, and Tg,a, is the quantum operation
that “looks up ©; and measures A; in basis {H®?|0), H®[1)}”. This follows from the basic
properties of an EPR pair. We emphasize that 7g,4, only acts on systems ©; and A;, whereas
Eve acts on the B;’s and her local quantum system E. As such 7ga = 79,4, © ... © Zg,4, and
Eve’s action 7gg commute, so that

poxse = Tee(poxs) = Toa(Tse(po ® |Pag)(Pasl)) = Toa(pe @ Tee(|Pas)(Pasl))

where we may assume that Tge(|Pag)Pas|) = |V ase) (¥ age| for some pure state | agg). Note

that a priori, 7ge(|®ag)(Pag|) may be mixed, since a quantum operation in general involves

tracing out a subsystem; however, tracing out some subsystem is only to Eve’s disadvantage.
Finally, the Y;’s are obtained by measuring the B;’s:

poxvEe = Topo Toa(po ® [ase)(Vasel)) = Toas(pe ® |ase)(VasEl)) -

Note that pgxye is in the right form to apply Proposition 6.9. Hence, we can conclude that
there exists poxyr € D(Hage) with classical @, X and Y, so that

_ L1
S(poxvE PoxyE) <e 1"

and such that for every 0, s € {0,1}", where s has relative Hamming weight w(s) < (5 — 9),

Hoo(Pxjo=0. xay—s) = n —h(w(s) +6)n and Ho(ppe—sxay—s) < h(w(s)+d)n. (2)

Since the trace distance does not increase under quantum operations (Theorem 4.6), it is suffi-
cient to show existence of py- g+ that is close enough to py g+. For simplicity, we will omit the
tilde and write poxyE instead of pgxyE, etc. Furthermore, we write 1" for the randomly chosen
seed during the verification, and set Test = ¢g(7T', X). Finally, we write S for the randomly chosen
seed during key extraction, so that K = f(.5, X). This results in the state pxsrrestoxyE, and
Prer is given by prpr = trxy (pxsTrestoxvE), with ST Test OF being collected into ET. We
can write

pxyer = PlTest#g(T.Y)]- PXYE*|Test£g(T,Y) T PIX=Y] "PXYEY|X=Y
+ P[Test=g(T,Y) N X #Y| " pxy Bt Test=g(T,Y)AX£Y

where P[Test=g(T,Y) N X #Y] < 27" by the universality of g.
We now set

Prxyer = PTest#g(T,Y)] - | LXL| ® pxy e+ restzgryy + PIX=Y]" pu @ pxyerix=y
+ P[Test=g(T,Y) N X#Y| | XL ® pxy et |Test=g(T,y)rX£Y -
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and ppp+ = trxy (Pr xyet). It follows immediately from triangle inequality that

3(prers Prer) <277 +0(pet | x—y: PU @ PEr|x=y) »

and thus to ﬁnisP the proof it is sufficient to show that 6(pggr|x—y:PU ® pp+|x_y) is upper
bounded by %2_5(”_%(5)”_“_6), but this follows from privacy amplification, as we now outline.

For an arbitrary but fixed choice of 6 in {0,1}", we use {2 as a short hand for the event
2=[0=0AX =Y], and we consider the hybrid state pxrr.stg . From (2), it follows that
Hoo(X|62) > n —h(0)n and Ho(pgy) > h(d)n. By the independence of T', the first bound also
holds conditioned on 7', and from the chain rule Lemma B.16 we obtain Ho (X |T7est, 2) >
n —h(d)n — k. From privacy amplification (Corollary 5.7), it now follows that

— 1 (n—2h(S)n—r—t
8(p(5.x)STTestEO=0,X =Y+ PU @ PsTTestElo=0 x=y ) < 52 27 20On=r=0

N =

By Lemma 4.8, the same bound also holds for 5(pf(5,X)STTeSt@E‘X:y,,0U ® pSTTeSt@E‘X:y),
which concludes the proof. O

7.4 Dealing With Noisy Quantum Communication

From a practical point of view, it is not realistic to assume that if Alice sends qubit |z) and
Bob measures it in “correct” basis {|0),|1)}, that then Bob observes x with certainty, as the
rule predicts. In reality, this only holds with non-perfect probability 1 — 7, for some (hopefully
small) n. This is due to imperfection of the devices and due to noise. Protocol QKD (and QKD
BBs4) can be modified in order to take care of such noisy quantum communication by replacing
the wverification step, which verifies if x = y, by an error-estimation step, which estimates the
number of bits in which x and y differ, and by adding an error-correction step.

In the error-estimation step, Alice and Bob compare x and y on s randomly chosen positions,
and use this to estimate the number of positions in which x and y differ. Hoeffding’s inequality
ensures that the obtained estimate (3 for the relative Hamming weight w(x @ y) is off by at most
d, except with probability 2¢20°% Tn the analysis, this then affects the bounds on Hu (X ]2)
and Ho(pgj) in that h(0) is replaced by h(3 + 24).

In the error-estimation step, Alice sends to Bob the syndrome of x with respect to an error
correcting code that is capable of correcting a (5 + §)-fraction of errors. This allows Bob to
recover the correct x from y. Using a “good” error correcting code, the syndrome is h(5 + 2d)n
bits long, reducing the min-entropy by an additional h(8 + 2d)n bits.

As a result, with now (1 —3h(8+26))n —x — ¢ in the exponent of the error, QKD is possible
as long as 7, the noise level, satisfies h(n) < %, which approximately evaluates to n < 0.061.
Using the approach mentioned in Remarks 5.4 and 6.10 allows for (1 — 2h(y 4+ 2§))n —k — ¢
in the exponent, which means that h(n) < % needs to hold, which approximately evaluates to
n < 0.11.
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