QUANTUM CRYPTOGRAPHY
Homework Set 4

(Answer Sheet)

1 Min-Entropy and Collision-Entropy

For definitions of the min- and collision-entropy as well as Jensen’s inequal-
ity, see the appendix of the lecture notes.

a) If X has no uncertainty (i.e. H(X) = 0), what is Hoo(X) ?
Answer: H(X) =
Hoo(X) = 0.

b) If X is uniformly distributed over the set X', what is Hoo(X) 7

0 = Ji:Px(i) =1 = Guess(X) =1 =

Answer:

Guess(X) = -, Hoo(X) = log|X|

c) Prove that Hoo(XY) > Hoo (X).
Answer: Note that it is equivalent to prove that Guess(XY') < Guess(X).

Guess(XY) = max Pxy (z,y) < maxZPXy (z,y) = max Px(z) = Guess(X).

z,y

d) Prove that Hoo(X) > Hoo (X|Y).

Answer: Again, we prove the statement in terms of the guessing proba-
bility, i.e. that Guess(X) < Guess(X|Y).

Guess(X) = max Py (z) = maxz Pxy(z,y)

= maxZPy )Px|y x\y)

IN

ZPY y) max Px |y (z|y) = Guess(X|Y)

e) Prove that Hoo(X]Y) > Hoo (XY) — log ||
Answer: In terms of the guessing probability, the statement reads
Guess(X|Y) < |V] - Guess(XY).

Proof:

Guess(X|Y) = ZPY )Guess(X|Y =y) ZPy(y) max Px |y (zy)

= ZmaXPXy(x y) < Zmaxny(a: v)
y oy
= ZGuess XY)=1Y|- Guess(XY).

f) Prove that Hoo(X|Y) < Ha(X|Y) < H(X|Y). Hint: Use Jensen’s in-
equality to prove the second (rightmost) inequality.

Answer: To prove the left inequality, we first prove
Hoo(X) < Ho(X).

which is equivalent to proving that Col(X) < Guess(X):
COI Z PX < Z PX

Now it follows that the above also holds for a conditional distribution
Pxy (z|y) for any y, and therefore also for the average over y.

Let us now prove the right inequality by applying Jensen’s inequality
twice,

max Px(y) = max Px(y) = Guess(X).
Y

ZPX|Y zly)? ZPY

Y) ZPX|Y(5U|Z/) log PX\Y($|y) = H(X|Y).

Hy(X[Y) = —log}_ Py(y )log Y Pyjy(z]y)?
X



2 Privacy Amplification

Consider the hash function
F 0,1 X {0,117 = (0,1}, (A,a) s Aa

where all operations are modulo two and where r < n.

a) Prove that f is a universal function, i.e. prove that for any x, 2’ € {0,1}"
such that z # 2/, it holds that

1
where A is a uniformly distributed random binary r x n matrix.

Answer: For any x # 2/ € {0,1}", the difference Az — Az’ = A(x — 2'),
when viewed as the function {0,1}"*" — {0,1}", A — A(x — 2') is linear
and surjective, hence [{A € {0,1}"*"| A(x — 2’) = y}| is constant for any
y € {0,1}". Therefore, for A chosen uniformly at random, Pr[Az = Az'] =
27T,

Let X be a uniformly distributed n-bit string, held by Alice, and she wants

to derive a cryptographic key from it. However, Eve holds Y := g(X) for
an arbitrary surjective function g from n bits to k bits.

b) Show that He(X|Y) =n — k.

Answer:
Hoo(X[Y) = — IOgZPY(y) max Py (]y)
Y

Px (z) Py x (ylz)

= —logZPy(y) max
y @ Py (y)
1
= ~log 15 > max Py x (y|x)
y
= —log g" =n—k,

where the fourth equality follows since for every y there exists x such that
y = g(v) and thus Py x(y[z) = 1.

Alice applies privacy amplification to X with the help of f, resulting in a
shorter key K that is almost uniform when given Y.

¢) Find the maximum length of the extracted key, such that it has statis-
tical security (i.e. statistical distance from being uniform) of < 1077,

Answer: Let ¢ be the maximum length of the key and s the desired security.
By the privacy amplification theorem,
.93 (Hoo(X[Y)—0)

s = SD(Pxay, Pyay) < = - 2 2(H2XIV)=0) <

N —
N | =

Solving for ¢ yields

(=|2logy(2-1077) | +n—k=n—k—45

Let X = (X1, X2) € {0,1}? be uniformly distributed over its range, and let
E be the qubit H¥1|X5), i.e.,

pxp= Y Pxxg(en,ze)|r, )@, wa| @ H o) s H.
z1,22€{0,1}

d) Find Hoo(X) — Ho(E).

Answer: Because X is uniform, it has full (min-)entropy, hence Ho (X) =
logs | X| = 2. The density matrix pg equals

0

1>

2

and we see that it has full rank, i.e. rank two. Hence Hy(pg) = logrank(pg) =

logy, 2 = 1. We conclude that Hoo (X) —Ho(E)=2—-1=1.

e) Does there exist a better “encoding” of X into the qubit E, so that
Hoo(X) — Ho(E) becomes smaller?

Answer: No, because pp already has full rank.
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g = H0KO1 + 411+ LB + 3y = |



